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Bruce Schneier

Schneier on Security

'14 . . .
APT 2 — ZE]ﬁ;’? ?ﬂi& /'/ﬁ -j:2005_ A blog covering security and security technology.

« Unlocking anv iPad2 using a Smart Cover | Main | Commentary on Strong Passwords =

November 9, 2011
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It's taken me a few years, but I've come around to this buzzword. It highlights an
important characteristic of a particular sort of Internet attacker.

-
=g / > — Jth /5> /\ J?L A A A conventional hacker or criminal isn't interested in any particular target. He wants a3
f / ® — ‘ é i N W Z ~ thousand credit card numbers for fraud, or to break into an account and turn it into a
—_— 4 zombie, or whatever. Security against this sort of attacker is relative; as long as you're

more secure than almost everyone else, the attackers will go after other people, not you.
An APT is different; it's an attacker who -- for whatever reason -- wants to attack yvou.

{ . é/ \i ‘X‘— /\ v — /‘( f / \ A X é Against this sort of attacker, the absolute level of your security is what's important. It
aé v doesn't matter how secure you are compared to your peers; all that matters is whether
/] L‘l 'L / ZU] k A /{A A ‘¢ you're secure enough to kesp him out.

illed, better funded,
Angl Aeymuch

APT attackers are maore highly motivated. They're likely to be better ski

S - and m_ore.patient. They're likely to try several different avenues of
/5> /\ s/ % é co0ococee more likely to succeed.

—Peter Cap#Bruce Blog L4915

Peter Cap # November 3, 2011 3:33 FM

woea chaic maole voircalf comfortabls

; Peter Cap

| Ay Threat Analyst at Microsoft Brief background--"APT" was originally coined in 2005 or 2005 by analysts working netsec
: % . issues for the Air Force, They created this term to discuss a particular threat with the press
Redmond, Washington | Computer & Network Security without invoking its classified covername. So, originally, it was actually meant to be a
| J— - ' name--it could just as easily have been Biff or Steve or Maggie.
— - - Symantec Corporation, US Navy

Later on, people who heard the term but did not necessanly do work in this area took It to
stand for a class of threats. Then began the discussion on the nature of "advanced” when
their typical M.O. invalves spear-phishing and exploits from 20038 (ok, I'll allow that the

—— methods of controlling their malware can get quite exotic) and how you define
A "persistent” (including one schoaol that thought it meant "Patient and determined to get
3 into your network” while another group insisted it meant "Once they establish a foothaold,
” 1 v they will spread laterally and you will never get rid of them"--note that these are not
Send Peter InMail -
> m

Beloit College

mutually exclusive definitions).

A F A https://lwww.schneier.com/blog/archives/2011/11/advanced_persis.html
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The Anatomy of Advanced Persistent Threats

Advanced Persistent Threats (APT) are here, and they represent a threat to an organization's intellectual property. financial assets and even reputation. In many
cases, these threats target critical infrastructure and government suppliers — and the defensive tools, procedures and other contrals usually put in place are ineffective

against targeted APT attacks

Those behind these new and complex intrusions are dead-focused on a specific target, and are able to customize or adapt their tactics, techniques and penetration
procedures to bypass most of your security controls. As in any other case, the first step to managing APT risk is to gain awareness and understanding of these types
of threats. In this guide leamn about the lifecycle of APT-style attacks, and get tips for protecting against these kinds of intrusions, including
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